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Abstract

This paper describes a message logging optimization
that improves performance for failure recovery proto-
cols where messages exchanged between mobile hosts are
logged at base stations. The algorithm described and eval-
uated in this paper does not generate orphan processes in
spite of base station failures and achieves run-time perfor-
mance similar to that of asynchronous logging.

1 Intr oduction

Messagesogging at basestationsor WAP gatevaysto
provide failure recovery for processesn mobile hostshas
beenstudiedin severalresearctprojects[1, 13,7, 4, 3]. As
messageareloggedat basestations,mobile hostsare not
requiredto have stablestorage.If recever basedmessage
loggingis implementedmessagéogs canbe sentto recov-
eringprocesseby basestationsduringrecovery, insteadof
by other mobile hosts. Thereis no needfor a recovering
processto sendmessages$o other mobile hostsand wait
for replies.Usingthis approachprocessesn mobile hosts
canquickly andindependentlyrecover, regardlessof fail-
uresof othermobile hosts[4]. Thisis in contrastto con-
sistentcheckpointprotocolswhere multiple processe®n
differentmobile hostshave to roll backto recover from a
singlefailure.

Two alternatve messagdogging approachesre typi-
cally possible:synchronousindasynchronousogging. In
asynchronoungging, the basestationsforward messages
to mobile hostsimmediatelyuponreceving themandstore
the messagef the basestations'volatile memory Mes-
sagesare written to disk periodically The bene t of this
approachis usually low runtime overhead. But if a base
stationfails, someprocesse®n mobile hostscanbecome
orphans. To prevent creatingorphanprocessesmessages
canbe replicatedin the volatile memoryof multiple base
stationsbeforethey are sentto mobile hosts[2]. Replica-
tion increasemetwork trafc aswell asvolatile memory

usage,as eachmessageés sentto and storedat multiple
basestations. When using synchronoudogging, the base
stationswait for message$o be written on their disks be-
fore sendingthemto mobile hosts.This avoids creatingor-
phanprocesses.The disadantageof this approachis the
runtime overheaddue to synchronouslywriting messages
to disk. Our measurementshow thatthetypical bandwidth
achieved by synchronouslywriting 1024 byte sizedblocks
to a standard7200rpmSCSildisk is lessthan1Mbps. This
is smallerthan11Mbps,the bandwidthof popularwireless
LANS.

Theapproachdescribedn this paperintegratesmessage
loggingwith a sequenc@umberbasedeliablestreampro-
tocol suchasTCR The basestationto which the receving
mobile hostis currently connectecperformsmessagéog-
ging and monitorsthe sequencenumbersof datapaclets
andacknavledgments.Until a paclet sentto a processs
stablyloggedon disk, subsequentacletsandacknavledg-
mentssentfrom thereceving processwill notbevisibleto
othermobile hosts.The overheadf disk writesis partially
hiddenaspacletsarewritten to disk asthey aresentto the
mobile hosts. The logging bandwidthis alsoimproved as
multiple pacletsareloggedby a singledisk write.

2 RelatedWork

An overview of checkpointingandmessagéoggingpro-
tocolsin messag@assinglistributedsystemsanbe found
in a surwey paperby Elnozahy Alvisi, Wang and John-
son[6]. Threemessagéoggingtechniquehave beenstud-
iedin theliterature:causal pptimisticandpessimistianes-
sagelogging. Causalogging protocolspreventorphansy
ensuringhatevery messagé¢hatcausallyprecedeshestate
of a processs eitherstoredon disk or locally availableto
that process. Optimistic logging protocolsstore message
in volatile memory and periodically write themto stable
storage. Whenfailuresoccur message# volatile mem-
ory will belost. Someprocesseshat are causallydepen-
dent[11] on the failed processesanbecomeorphanpro-
cessesPessimistidogging protocolsmaintainthe property



thatif a messages not loggedon stablestorage,no pro-
cessstatecandependonit. An optimizedversionallows a
procesgo dependon a messagéhat hasyet to belogged,
providedthatthe processloesnot communicatavith other
processes.Several techniqueshave beenproposedto re-
ducelogging overhead.Sendetbasednessagéogging [8]
requiresthatthe senderkeepa copy of the messagethey
sentin their volatile memory The receversare required
to sendback the sequencen which the messagesre de-
livered. Whena procesdails, sufcient informationabout
thecontentandsequencef messages recevedbeforethe
failureis availableatotherprocessesTheuseof specialized
hardwaresuchasnon-wolatile memoryandcustomsystem
bushave alsobeenstudiedaswaysto reducelogging over
head[9, 5, 14].

Both consistentheckpointingandmessagéoggingpro-
tocols have beendevelopedto provide failure recovery in
wirelessnetwork. AcharyaandBadrinath[1] introduceda
two-phaseanethodfor takingglobalconsistentheckpoints.
Pradhanet al. analytically examinedthe performanceof
checkpointingandmessagéogging protocolsandhandoff
stratgyies[13]. A hybrid checkpoint-receery protocolfor
mobile systemsavasproposedy Higake and Takizava [7].
Alvisi, etal. developeda schemefor wrappingthe sener
side of TCP connectiongo transparentlyrecover a TCP
connection10]. Yao, SsuandFuchsdesignedand evalu-
ateda Mobile IP basednessagdoggingprotocol[4]. Both
synchronougsndasynchronoubggingarediscussedFail-
urerecoveryfor applicationson hand-helddevicescanalso
be achieved by logging applicationlevel messageat WAP
gatevaysbetweerthe clientsandtheseners[3].

3 Optimized Mobile Logging

Application processe®n mobile hostsexchangemes-
sageswith eachotherusinga sequencaumberbased-1FO
reliable transportlevel protocol. TCP is the speci ¢ pro-
tocol usedin this paper The network link layer protocol
is assumedo be FIFO. A procesgnaintainsa single TCP
connectiorwith otherprocesseat ary time. Whensimul-
taneousommunicatiorwith multiple processs neededa
messagegueuecanbe used.Processesn mobile hostscan
have crashfailures. In the caseof a basestationfailure,
the contentof the basestations volatile memoryis lost but
contentonits harddiskscansurvive failures.

Theloggingtechniquedescribedereis integratedwith a
messagéoggingprotocoldesignedor Mobile IP [4]. Mes-
sagesn this protocolareequivalentto TCP paclkets.When
usedin otherlogging protocols,messagesanbe applica-
tion level messagessuchas WAP gatevaysin the case
of logging messagefor hand-helddevices[3]. Messages
areexchangedetweerprocesseendifferentmobilehosts.
Thereceving processs designatedasDEST andthe base

stationto which the receving mobile hostis connecteds

designatecisDBS. The sendingprocessSRC,may belo-

catedon anothemobile hostthatis connectedo a different
basestation,SBS.

For each TCP connection,the DBS maintainsa disk
le for storingmessagéogs. An incomingmessageueue
is maintainedfor temporarilystoringmessagesentto the
DEST. An outgoingmessage@ueueis maintainedor stor
ing messagesentbackto the SRC.Sourceanddestinations
IP addresseandsocletnumbersareusedto identify queues
sothatmessagesentto andfrom theDEST canbebuffered
in the correctqueue. A counteris maintainedo track the
sequencenumberof the last messagehat hasbeenstably
storedon disk. The following pseudocodeillustratesthe
datastructure.

typedef struct tcplog{
integer ID;
FILE *logfile;
IPADDR src, dest;
integer srcsocket, destsocket;
Queue *todest, *tosrc;
integer laststablel};
CHECKPOINT *ckptfile;
}TCPLOG

A hashtable is maintainedat every basestation. The
keys are P addresgairsandsoclet numberpairsandthe
valuesare pointersto the TCPLOG datastructures.When
a TCP connectionis establisheetweenthe SRSandthe
DEST, a new entryis addedto the hashtable at the DBS.
The entry is removed from the hashtable whenthe TCP
connectiornis closed.However, the TCPLOGdatastructure
is maintainedin the basestationuntil it is determinedno
longerusefulfor recovery by the garbagecollectionproto-
col.

When a messagearrives at the DBS, it is bufferedin
the todest queue. A threadsequentiallyreadsthe con-
tent of all todest queuesand sendsout message# the
gueuesto their destinations. At the sametime, the con-
tent of eachqueueis written to disk with a single syn-
chronouswrite. After eachwrite completesthe threadup-
dateshelaststable entryin the TCPLOGstructurewith
the sequencenumberof the last messagewritten to disk.
Whenthe DEST sendsback an acknavledgment,the ac-
knowledgments sequencenumberis comparedto that of
thelaststable of theappropriateTCPLOGentry. If the
sequencenumberin the acknavledgmentis smallerthan
laststable, the acknavledgmentacknavledgesa mes-
sagethatis alreadystableon disk. It is thensentbackto
the SRCwithoutfurtherdelay Otherwisethe acknavledg-
mentis for a messagéhathasnot beenwritten to disk and
is putinto the tosrc queue.At the endof eachdisk write,
the correspondingosrc queueis alsochecledsothatac-



Figure 1. Simulator architecture with logging.

knowledgmentdor messagethatarealreadystableondisk
canbesentoutto the SRC.

Acknowledgmentscan be lost while being transmitted
from mobile hoststo basestations.In suchcasesthe SRC
resendghe samemessagesccordingto TCP retransmis-
sion. Uponreceving the resentmessagethe DBS putsthe
new messagénto the todest buffer. During recovery, the
samemessagés sentto therecoveringprocesawice. If the
SRCfails beforeresendinghe messagethe messagean
beloggedwithoutthe SRCknowing thatit is actuallysent.
The SRCwill resendhe messageluringrecovery. In both
casesduplicationswill bedetectecandhandledby the TCP
protocols.

Whena mobile hostmovesand connectdo a new base
station,the logging datastructuremustbe properly estab-
lished. The mobile host attachesinformation concerning
its old basestationandactive TCP connectiongo the reg-
istrationpaclets. Uponreceving informationaboutactive
TCP connectionsthe new basestationcan createappro-
priate TCPLOG datastructuresandadd entriesto its hash
table. Becausdghe mobile hostcannotreceve ary incom-
ing pacletsuntil theregistrationpacletis recevedandpro-
cessedy the basestation,all pacletsareguaranteedo be
loggedbeforethey aredeliveredto the mobile host. Upon
receving acknavledgmentdrom the mobile host,the new
basestationcheckswith the mobile host's old basestation
to make surethat the correspondingnessagesiave been
storedondisk. Whenamobilehostis disconnecteétom its
old basestation the basestationremoveshashtableentries
for TCP connectionsassociatedvith the departingmobile
hosts. The todest buffersarewritten to disk andthe cor-
respondinglaststable countersaresentto the new base
stationof themobile host.

4 Evaluation

The logging protocolwasimplementedn the Network
Simulatorenvironment[12], which is a software package
thatmodelspaclettransmissiorwithin a network. Figurel

illustratesthe overall architectureof theimplementationA
sourcesidenode,a sink side nodeanda separatelisk ob-
jectareusedto modeldiskloggingactiity atasinglenode.
A TCP connectiorbetweerthe sourcenodeandthe desti-
nationnodeis modeledby two separatel CP connections:
onebetweerthe sourcenodeandthe sourcesidenode,one
betweerthe sink sidenodeandthe sink node. In the non-
logging case, the paclets are sentfrom the TCP source
agenton the sourcenodeto the TCP sink agenton the sink
node.Whenloggingis simulated pacletsaresentfrom the
TCP agenton the sourcenodeto the logging sourceagent
onthesourcesidenode.Theloggingsourceagentexamines
the paclets, putstheminto appropriatequeuesmaintained
by the disk object. The paclets' sourceanddestinatiorad-
dressesndport numbersarealsochangedsothatthey ap-
pearto be sentby the logging sink agenton the sink side
nodeto the TCPsinkagentonthesinknode.Oncethe TCP
sink agentrecevesthe paclets, it sendsacknavledgments
backto the sink sideagent.Theseacknavledgmenpaclets
are forwardedto the TCP sourceagentafter being modi-
ed sothatthey appeato be acknavledgmentsentby the
logging sourceagent. The disk simulationmodelsthetime
for synchronouslywriting pacletsto disk. Thetime value
consistsof threeparts: seekdelay spin lateny and write
time.

A typical Mobile IP basedwirelessLAN ervironment
wassimulated.A numberof TCP connectionsvereestab-
lishedbetweera setof sourcenodesandasinglesink node.
Eachsourcenodehadits dedicatedink to anintermediate
node.Therewasonly asinglelink betweertheintermediate
nodeandthe sink nodethatwassharedy all the TCPcon-
nections. The intermediatenoderepresentedhe basesta-
tion. Thelink betweerthe intermediatenodeandthe sink
noderepresentedhe sharedwirelesschannel. EachTCP
endpointon the sink noderepresentea different mobile
hostthatwascurrentlyconnectedo the basestation. Each
TCP endpointon a sourcenoderepresenteé mobile host
thatwasconnectedo anotherbasestation. The bandwidth
betweerthesourcenodesandtheintermediatenodeandbe-
tweentheintermediatanodeandthe sinknodewas10Mbps.
Thelink delaysweresetto be 1ms. Theseparametersre
typicalin awirelessLAN setting. The disk seekdelaywas
8ms. Thedisk spinlateng was4.2ms,which corresponds
to 7200rpm. The disk bandwidthwas setto be 33MB per
second.Theseparametersire similar to thoseof prevalent
disksin desktopcomputers.Throughputdor the situation
wheretheintermediatenodedid not log packetsandwhen
theintermediatenodeperformedhelogging protocolwere
compared.Thenumberof sourcenodeswhichis the num-
ber of concurrenfTCP connectionsveretakento be 4, 16
and64. Thesourcenodesgeneratedraf c accordingto an
exponentialdistribution. Thetraf ¢ bursttime was10 sec-
onds,theidle time 1 secondandthe peakrate2Mbps. The
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Figure 2. Throughput for 4, 16, 64 hosts.

TCPpacletlengthwassetto be512bytes.Onthesinkside,
aperTCP connectiorcounterwasusedto recordthe num-
ber of bytesreceved by eachTCP connection.Wheneer
a paclet is receved, the numberwas incrementeday the
lengthof the paclet. Periodically the valuesof thesecoun-
terswere addedtogetherto computethe total bandwidth.
They werethenresetto zeroin orderto computethe band-
width for thenext period.

The throughputswith four, sixteenand sixty four con-
currentconnectiongareshavn in Figure2. Thethroughput
degradationdueto logging was approximatelyl 5% of the
bandwidthof thenon-loggingcase.Thisis signi cantly bet-
terthanthepessimistidoggingapproachwhichis lessthan
1Mbps. In the caseof four TCP connectionsthe through-
put curve for logging closelyfollows that of non-logging.
In the caseof sixteenandsixty four TCP connectionsthe
throughput®of theloggingcasencreaseslowerthanthatfor
non-logging.As thenumberof TCP connectionsncreases,
the rate of throughputincreasebecomedess. This is due
to the TCP slow startasthe addeddelay dueto the mes-
sageoggingprotocolincreaseshetimeit takesfor TCPto
detectavailablenetwork bandwidth.

5 Conclusion

This paperdescribeda protocol for ef ciently imple-
mentingmessagédogging in wirelessnetworks. The pro-
tocolis orphan-fredn the presencef basestationfailures
andachiezesmoderateverheadascomparedo nologging.
The bandwidthcostis approximatelyl0 to 15% with only
asingledisk. Thebandwidthperformanceanbeimproved
by addingmoredisksto thebasestationsandmakinguseof
existing RAID technology
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